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A Introduction

The spread of the Internet over the past two decades has been so spectacular that it
became virtually synonymous with innovation. A sequence of different innovations
on all the layers of the Net has led to continuous improvement. At the same time, the
opportunities in data transfer and processing have supported a vast range of innova-
tive activities on the Net by commercial firms, non-profit organizations and private
individuals.

The continuing flow of innovations to improve the Net and to be used on the Net
is dependent on the way in which it is regulated. ,Regulation is here used in its
widest possible meaning, applying to rules and procedures issued by national gov-
ernments and international organizations, to self-determined rules by private asso-
ciations of any nature and to regulation through the rules of markets.

This paper does not dwell on the question of desirable development because it
seems impossible to determine the optimal trade-off between the benefits due to the
universal applicability of a specific set of rules and the benefits of competing sets of
rules. Instead, it tries to interpret a part of the short, yet remarkably rich history of
regulatory efforts surrounding the growth of the Net up to today.

Arguably, the most prominent regulation project in the course of that history of
institutionalization was the installation of a private corporation, ICANN, with the
purpose of governing the assignment of domain names and IP numbers for Internet
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hosts. The actual incorporation was the result of a long and eventful communicative

process. Therefore, some of the lessons to be drawn from the ICANN case are based
on events that took place a long time before the actual inauguration of the organiza-
tion.

I will draw a total of five ,lessons* from the case. They will span the time period
from 1969 to the immediate present, and they will allow some conclusions with
respect to social processes of regulation and institutionalization.'

B. Creative Interplay: ,, Three for the Net "

,»The site of the first ARPANET node, installed in September 1969, was the ARPA-
supported computer science research center at UCLA, headed by Leonard Klein-
rock, an inventor of queuing theory. At UCLA, Kleinrock’s graduate students Steve
Crocker, Vinton Cerf, and Jon Postel were given most of the responsibility for im-
plementing the ARPANET protocol.*

It was this core group of students which contributed the major innovations that
turned the ARPANET into the Internet. Steve Crocker was the inventor of the ,,Re-
quests for Comments* (RFC), a participatory method of developing and document-
ing standards since 1969. Vint Cerf was one of the principal designers of TCP
which had its breakthrough in 1978 when the internetworking TCP was separated
from the connectionless address space of IP. Jon Postel took over the administration
of unique number assignments for ports and protocols starting in 1972 and devel-
oped what was to become the Domain Name System (DNS).

Thus, the three fundamental features of the emerging Internet were determined:
TCP/IP allowed the identification of individual hosts and the communication be-
tween networks. The two protocols gave the Net its unique technical capability of
becoming a net of networks. The DNS made it possible to attribute unique and sim-
ple names to the IP numbers. A semantic layer was added to the code layer of the
protocols. The link to common language couples human users to the Net. Thirdly,
the RFC process enabled an open process of self-regulation. The process used its
own invention, the Internet protocols, for communication. It permitted individuals to
condense their interaction into a recognizable organizational form, and to maintain a
set of rules for changing this organization.

Both TCP/IP and the RFC series have their own history. TCP/IP faced strong
competition from other networking standards like the International Standardization

1 The paper follows up on an earlier attempt to interpret the regulation of the Net. See M. Hutter,
Efficiency, Viability and the New Rules of the Internet, in: European Joumnal of Law and Economics,
11(1), 2001, S. 5-22.

2 M. Mueller, Ruling the Root. Internet Governance and the taming of Cyberspace, Cambndge MIT
Press 2002, S. 74.
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Organization’s OSI (Open System Connection) and the ITU’s X.25 protocol, to
name just two. In the end, TCP/IP prevailed because it was the only protocol that
permitted the interconnection of thousands of heterogeneous, independently admin-
istered networks. The history of RFCs is even more remarkable: they were instituted
in order to reach decisions without a given higher-level authority. The graduate
students who were about to make the technical decisions determining the fundamen-
tal features of the new network used the ,,rough consensus* of participants in e-mail
lists as a substitute. RFCs have remained the official mode of documenting self-set

rules, relating to all layers of institutions from technical standards to governance
. 3
1ssues.

The study presented in this paper focused on the history of only one of the three
features, namely the development of the name space. It is this feature which has
been most strongly exposed to the pressures of interested parties from outside the
community of technical specialists which invented, installed and administered the
Net. This community (and that is the content of the first lesson) was once so small
that it fit into one office of UCLA’s Graduate School. It needed the shelter of a
grant-supported research system, the work culture of a particular institute, and the
interplay of creative ideas and comments between the three individuals. The main-
tenance of the basic determinants of such an ,open source* situation where every
player contributes to a common good is still the major goal of those leading the
contemporary organized Internet community.

C. Name Space is a Hierachy

In October 1984, Jon Postel issued RFC 920. This document contained the ground
rules for the name space in which the Internet was to take place, the Domain Name
System (DNS).> The DNS has a hierarchical structure. On the top, there is an un-
named ,,root*: a file which contains the authoritative list of top-level domain name
assignments. The authority in charge of the root assigns the right to administer a
given top-level domain name (TLD) to a specific organization. That organization
also has the exclusive right to assign second-level domain names (SLDs). The regis-

w

For the role of Usenet in this process, see M. Hutter, a.a.0. (Fn.1). S. 10f.

4 The account given here is, by necessity, a rather heroic abstraction. The complete development of the
three Intemet features involved a much wider circle. There are individuals who were members of the
Network Working Group, to which Crocker’s first RFC’s referred, individuals who collaborated at
ISA, like Joyce Reynolds, and many others who formed their own creative circles in the intellectual
environment of the UCLA group. See, for examples, R. Rosenzweig, Wizards, Bureaucrats, Warriors,
and Hackers: Writing the History of the Internet, in: The American Historical Review, 103 (5), 1998,
$.1530-52 and M. Froomkin, Wrong Tum in Cyberspace: Using ICANN to route around the APA
and the Constitution, in: Duke Law Joumal, 50 (17), 2000, S§.17-184.

5 The protocol was the result of an extended discussion that had taken place through an e-mail list.
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trant of a SLD has the authority to assign third-level domain names, and so on.’
Postel defined 7 generic TLDs, and 243 country-code TLDs.’

The structure of the system is like a set of concentric circles. In the center, there
is the root file. Technically, the root zone is supported by 13 name servers in various
parts of the world. The so-called A-root is considered authoritative, the others ,,point
to the A-root* and copy its content. It is this content which is at the heart of the
DNS.

The root was surrounded by 250 TLDs, 7 generic codes and 243 country codes.
Every TLD is connected with millions of SLDs, most of them registered under the
domain ,,.com“. Thus, the part of the concentric circle of SLDs connected with .com
is more densely occupied than other sections. Third-level names are basically up to
the hosts with a SLD name. Since about 1996, virtually all of the SLDs use the third
level application www. The use of this particular hyperlink program provides the
hosts with the know-how to navigate on the Net. It also connects them through a
common standard, thus locking the potentially loose network into a bounded circle.

The hierarchical nature of the system allows a virtually unlimited expansion of
the name space without overloading the central assignment authority. In the days
before RFC 920, every local network had to download a specific file (hosts.txt)
which served as a global directory. Now, that information is distributed along the
layers of the DNS hierarchy. The central authority needs only complete information
about the top level of the hierarchy.

The system also allows a separation between its governing authority, the as-
signment service and the maintenance of the root servers. Governing authority re-
mained with Postel who moved to Information Sciences Institute (ISI) at USC in
1977. The assignment service stayed with the private Stanford Research Institute
and later, under a new government contract, was awarded to Network Solutions
International (NSI), plus a number of ,responsible persons* who were given the
administration rights of specific ccTLDs (Mueller 2002: 88). The 13 root servers
were operated by government institutions and by research institutes. Thus, the gov-
erning authority was designed to be in one hand. Postel was quite accurate in de-
scribing himself as the ,.czar®, i.e. the despotic ruler of the naming system.?

6 Each of these organizations operates a name server that stores lists of domain names and associated
[P addresses about & subset of the name space called ,.zone", See M. Mueller, a.a.0. (Fn 2), S. 43.

7 The gTLDs are .com, .net, .org, .edu, .gov, .int and .arpa. Under the domain in-addr.arpa, every
domain registration is listed in reverse order, which permits the identification of a domain name if the
IP address is known. The ccTLDs were adopted from ISO-3166, maintained by DIN, Darmstadt. By
1990 only 46 country code delegations had taken place,

8 Postel used the term in early RFC 349. See M. Froomkin, a.a.0. (Fn 4), S. 53 f.
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Given this infrastructure, the Internet was well prepared for the wave of new
participants which was about to hit it. In 1984, when RFC 920 was issued, there
were 1024 hosts on the Net. Ten years later, the 20 million mark had been passed.

The name space capacity, and this is lesson number 2, came at a price: the hier-
archical structure creates scarcity at the top end. That scarcity can be alleviated
without great technical difficulty, either by adding new TLDs within the existing
name system, or by connecting it with another name system that starts from an inde-
pendent root. But once an element of scarcity is introduced into the abundance of
the Internet commons, a specific dynamic of action is triggered because market
valuation becomes possible.

D. The bigger the Stakes, the bigger the Players

By 1994, it was clear that the design of the DNS name space had led to bottlenecks
in the assignment process which showed the potential for commercial earnings. In
consequence, Jon Postel initiated the regular process for reaching a decision. He
started a mailing list on new top level domains, called ,,newdom®. But the outcome
did not meet the expectations:

,»The most important product of the newdom list was a draft RFC entitled ,» New
Registries and the Delegation of International Top-Level Domains®; more widely
known simply as draft-postel] ...It proposed a fairly liberal, market-driven, but con-
trolled method of allowing the top-level name space to expand in response to de-
mand. And it proposed to use the authorization of new top-level domains to fund
Postel’s IANA operation.* °.

The draft, published in early 1996, proposed a total of 150 new TLDs. But the
draft remained a draft - it never became an official RFC. Postel, and with him
Crocker and Cerf, had already lost control over the process which they had created.

The major cause for the loss of control was the rate at which economic value
was being either endangered or created on the Internet. The WorldWideWeb sup-
plied the tool for finding ,resources* posted somewhere on the Web without expert
knowledge. By 1996, the number of Web users had grown to 20 million, most of
them located in the USA'. The business prospects for those providing the channels
~— the telecommunication industry and the service providers — and the content to be
sold online — merchandise, digital products, proprietary information - were looking
better with every million of new hosts registering on the Net and being assigned a
domain name.

9 Vgl M Mueller, a.a.0. (Fn 2), S. 129.
10 Vgl M. Muelier, a.a.0. (Fn 2), S. 107.
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In this situation, a peculiar technical arrangement helped users overcome the
barrier to what until then had been an expert system: users could type in any charac-
ter string, without any attention to domain names. The web browser software (usu-
ally Netspace or Microsoft Explorer) would automatically complete the application
by adding the appropriate third-level domain name, i.e. the name of the application
www , and the first-level domain name .com, chosen as default identification.!' The
.com TLD began to outpace all the other TLDs. By 1990, half of the names were
still registered under .mil. By 1996, the majority of applications was under the .com
domain. Network externalities had boosted its introduction as a standard. Its registry
and the database connected with handling both domain names and IP numbers had
become a commercially valuable property. When NSI made a public offering of
shares in 1997, it was able to cash in $ 350 mio. on the NASDAQ market."

While telecommunication, equipment and computer firms were waking up to the
opportunities of the Net, enterprises in all other industries, particularly in the con-
sumer industries, saw equally dramatic effects on the value of their trade marks. If
anyone could register any name in the DNS at practically no cost, that name lost part
of its exclusivity, and it lost the power to determine the context in which the name
was to appear. What authority did DNS registries have to assign ,their” names to
SLD applicants? The action of the trademark bar was swift and effective: by 1995,
NSI was made to issue a ,,Domain Dispute Resolution Policy Statement* which
gave trademark owners the right to demand a suspension of disputed names. The
policy shifted the transaction cost of negotiation to the new registrant, and the first
court cases drew the attention of the Intellectual Property Community worldwide."
It was at this time that WIPO began to lobby for name rights as a new category of
intellectual property rights."*

As the commercial uses grew in volume, various segments of government
administration were alerted to the enormous value of an invention over which they
could easily claim authority, if not ownership.

Until the mid-80s, most of the research and administration connected to the
development of the Internet had taken place under contracts from the Department of
Defense (DoD). Starting'in 1986, the task was shifted to the civilian sector: NSF
provided its telecommunication backbone structure, and it began to employ private

11 The InterNIC, then run by NSI was handling applications for .com, .net and .org. By 1995, it had
given up reviewing applications.

12 In 1996, NSI had been bought by SAIC, a major defense contractor. Although the move was strongly
critisized, the new owner ias able to make the investments necessary to adapt NSI to the rapid in-
crease in applications to be handled.

13 See M. Froomkin, a.a.0. (Fn 4), S. 22 fn 10.
14 See M. Mueller, a.a.0. (Fn 6), ch.11.
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sub-contractors. NSI gained its registry contract with NSF in 1993."° Revenues grew
from $6 mio. in 1995 — when NSI got permission to charge for registry — to $ 45
mio. in 1997. In the Department of Commerce (DoC), the DNS became an issue in
at least two places: the PTO, which was closely counselled by the trademark asso-
ciation, and an interagency working group on e-commerce, headed by Ira Magaziner
and directly linked to the President’s office.

Governments and international organizations also began to raise their voices.
Major players were the European Commission, ITU and WIPO.

The traditional, technically oriented Internet community had been boosted in size
by the growth in traffic volume and in participation. The institutionalization process,
beginning with the Internet Architecture Board (IAB) in 1983, followed by the
Internet Engineering Task Force (IETF) in 1988 and the coupling between the ,,eld-
ers network IAB and the ,young democratic community” IETF in the Internet
Society (ISOC) in 1991 deserve more detailed study.'® In 1988, Postel formalized
his activities at ISI as the Internet Assigned Numbers Authority (IANA), in order to
enter into negotiations with DoD or the registries. Once ISOC was founded, IANA
claimed that its function was ,,chartered” by this association, and thus by the Inter-
net community itself. But that kind of self-referential claim to autonomy did not go
unchallenged anymore. The ,draft-postel“ protocol had never come into effect be-
cause the pressure from the international organisations, the registrars, and the gov-
ernment agencies had become too strong.

If we were to visualize the field of players araound 1996, there would be, in the
middle, the traditional community, structured by the various organizations. The
pressure comes from the government side and its claim to authority, and from the
commercial registrar whose return on investment depends largely on the rules of the
DNS. From the side, new non-U.S. players enter the playing field.

The contingencies contained in the process of development between, roughly,
1994 and 1997 are certainly very large. Still, the lesson lies in the more fundamental
pattern in which new competitors, participants and organizations entered the field —
literally a new field since it was laid out with cables, stacked with host networks and
interconnected with addresses and names. Once the Internet’s economic endow-
ment'” had become big enough, such activities began to infringe on potential rights
of large corporations, of the US government and, eventually, other governments.
Name holders had to enter into litigation and feud with the owners of older claims,

15 In 1991, NSF had given permission for access to the Net for persons outside of research and educa-
tion networks.

16 For an ambitious attempt in this direction see M. Froomkin, Habermas@discourse.net, Towards a
Critical Theory of Cyberspace, Manuscript: Coral Gables 2002.

17 The term is suggested by Mueller to indicate the ability of technological capabilities to provoke new
forms of economic activity. See M. Mueller, a.a.0. (Fn 2), S. 106 ff.
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and with entrepreneurs who realized commercial opportunities which the Net com-
munity members had not even been aware of.

E. To privatize means to leave alone

Up until 1997, the public support of the Internet had been a case of spectacular
success. The course of events followed the text book: In the first phase, basic re-
search was supported by government grants, devoted to the superior public good
mhational security. In the second phase, the military authority of the DoD was sub-
stituted by the civilian authority of the NSF, with a mandate to support the entire
education and knowledge community. In the third phase, private contractors were
employed for administrative tasks and the NSF withdrew from the telecommunica-
tion backbones. Now, it was time for phase four, the privatization of the DNS.

Magaziner had formed his interagency working group on global e-commerce in
1995. When the pressure from the PTO for intervention into the name assignment
process mounted, he founded a separate group in 3/97. In 7/97, President Clinton
directed the Secretary of Commerce to privatize the DNS.'® Magaziner was charged
with the task under the auspices of NTIA, a division of the DoC. On Jan.30, 1998,
he published a ,,Green Paper®. The paper declared competition and bottom-up proc-
esses as basic guidelines for institutional development, but, at the same time, it as-
serted residual authority of DoC over name and address root, and it submitted the
rule-making process to the US Adminstrative Procedures Act (APA). The DoC had
begun to think of the Internet, and particularly of the DNS, not as a ,,global re-
source*, but ,,an entity belonging to the U.S.*."

The opposition which met this proposal was probably effective because it had
organized itself already quite well. In 1996, ISOC and the telecommunication inter-
ests around the ITU had begun to forge a coalition. The instrument was an Interna-
tional Ad Hoc Committee (LAHC), representing ISOC, ITU and trademark interests.
In 10/96, representatives of ITU and ISOC signed a Memorandum of Understanding
(gTLD-MoU) which declared the name space to be in ,,public trust®. The memoran-
dum foresaw a Geneva-based top registry and 7 new TLDs, to be administered by
competitive registrars. The protocol drew a sharp response from the US government
— and by NSI which saw its registration monopoly in danger. Nevertheless, a
committee was charged to prepare the start of the new registry for 1/98.

The Green paper did not even mention the IAHC process. In addition, a peculiar
incident gave Magaziner the occasion to make it clear to Postel that it was the US
government that would decide about new TLDs: In a surprise move on Jan.28,

18 See M. Froomkin, a.a.0. (Fn4), S, 62,

19 The quoted words are from an email by Steve Crocker, written in 1997. See M. Mueller, a.a.0. (Fn 2),
S. 159.
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1998, Postel directed the 12 secondary root servers to point to IANA’s own name
server instead of the A-root server. The 8 servers placed at universities and research
institutions complied, the 4 servers at US government institutions did not. Postel
declared the action to be a ,test*. Magaziner stated publicly that any attempt to
manipulate the root would be prosecuted as a criminal offense *°. The true owner of
the root zone file had declared himself.

Still, the opposition, organized around the signatories of the gTLD-MoU was
strong enough to block the attempt of the Green Paper to make the DNS and its
administration just another regulated utility. Another coalition had to be forged to
come up with a new proposition. That proposition was called the ,,White Paper®,
issued in 6/98. The new coalition which supported it linked DoC with ISOC and a
group of 11 large businesses, led by IBM and MCI-Worldcom,?' which called itself
the Global Internet Project (GIP). The ,,White Paper* assumed the form of a non-
binding ,,statement of policy“. It announced the intention of the US government to
recognize a new not-for-profit corporation (NewCo) to administer the DNS (Mueller
2002: 173). Meanwhile, IANA had already formed a committee to transform itself
into a new international nonprofit corporation with a board of directors, incorpo-
rated under California law, to be called International Corporation for the Assign-
ment of Names and Numbers (ICANN).

By the fall of 1998, it became clear that IAB and GIP on one side and DoC on
the other side had formed an ,axis* that seemed strong enough to withstand the
opposition of those excluded from the deal, notably the larger Internet community
and the international stakeholders.? Right at this crucial moment, on Oct. 16, 1998,
Jon Postel died from complications after heart surgery.

The process set into motion continued nonetheless. In 11/98, DoC entered a
Memorandum of Understanding with the newly formed ICANN. In 2/99, ICANN
was formally recognized as the new private corporation. But the balance had been
lost. The basis of the hybrid construction had been DoC’s ultimate political author-
ity on one hand, and the technical competence and authority of Jon Postel, who was
to become Chief Technical Officer of ICANN, on the other hand. Now, there was an
organizaation with a weak board of directors, selected explicitly to not continue the
»DNS wars“ within the organization, a powerful registry owning the database of
75% of the world’s registrations and a government agency that had no intention to
leave the privatization process to itself.”

20 See M. Mueller, a.a.0. (Fn 2), S.162.

21 Vint Cerf had by then become vicepresident at MCI.

22 A separate agreement between DoC and NSI, signed in 10/98 compelled the registry to design a
shared registry system, and fixed a price of $ 9 per name-year (,,Amendment 11*).

23 M. Froomkin a.a.0. (Fn 4) provides a detailed argument why the regulatory actions taken by ICANN
with the consent of DoC are unconstitutional.
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ICANN immediately began to develop an ornate ,,Byzantine*** structure, which
included a moderate and much contested amount of at-large representation. *

It also took up its regulatory tasks. A Uniform Dispute Resolution Policy
(UDRP) was drawn up which satisfied trademark owners. Procedures for accredit-
ing competitive registrars were worked out. In 9/99, after strong pressure from DoC,
NSI finally consented to a ,, Tripartite Agreement* which gave it authority to operate
the .com, .net and.org registry under a ,registry agreement with ICANN. In return,
NSI agreed to pay ICANN, which was still without regular funding, registrar fees
which were not to exceed § 2 mio. per year.”® In 11/00, ICANN announced plans for
seven new TLDs. Four of them would be open TLDs (.biz, .info, .pro, .name), three
of them restricted or ,,sponsored* TLDs (.aero, coop, .museum).

All through the four years of its existence, the criticisms over ICANN’s internal
structure never subsided. In 7/02, the board presented the draft of a new set of by-
laws. Essential changes are a stronger role of the Government Advisory Committee
(GAC) which reflects the increased interest and weight of non-US governments, and
a stop to at-large membership representation on the board.”” The proposed changes
were essentially endorsed at an ICANN General Meeting in 10/02.

Privatization of the DNS, then, is a process much larger than the actions of a
single government or its agency, even if it is a US-agency. The DoC, at bottom,
follows standard procedures in setting up a regulated utility with administered prices
and an agency which appears to be private yet is bound by decisions taken at a pub-
lic agency, presumably DoC. The US government, then, does not let go — and it will
do so even less under a new political program which promotes US political and
commercial interests aggressively. ICANN remains programmed by US govern-
ment, and the business interests behind it. But within a DNS increasingly con-
strained by private exclusive rights and by international regulatory procedures,
ISOC ftries to preserve a kernel of intellectual commons, based on technical compe-
tence. This is its prize for a coordination effort which benefits the total community
of individual, commercial and political interests.”®

The international organizations try to move the new entity into the direction of
an administrative center for a new global regulatory regime. At present, they seem
to be fairly successful because the IAB/IEFT community has noticed that the inter-
national regulation scene is a potential source of financing and a sophisticated forum

24 See M. Froomkin, a.a.0. (FN 4), S. 71

25 Table 1: ICANN Organization Chart. Source: Mueller 2002: 187

26 In 10/2000, NSI was bought by VeriSign and now operates under this name.

27 A graph of the proposed changes can be found at winw.icann. org/committees/evol-reform/second-
supplemental-implementation-report-230ct02.htm, last visited 14 January 2003.

28 A few weeks ago, ISOC succeeded in having the .org registry moved from Verisign to a nonprofit
registry.
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for its self-regulation processes which have reached an astounding complexity (se-
ries of comments, and comments on comments) and which are increasingly interna-
tional in their composition.”’ Privatization, then, would mean the inauguration of a
»public trust“ which moves control of the root zone away from the US and towards
an international coalition. Within the authority of the trust organization, and within
its internal dispute policy, private registries would be authorized to administer a
subset of the DNS. On the other hand, national governments would gain a stronger
influence on the administration of their country’s registry. At the present time,
ICANN seems torn between the interests and powers of the ,,Geneva coalition®
including organizations like ITU and WIPO on one side and the ,,Washington coali-
tion* including government agencies and business representatives on the other side.

All these regulatory processes happened and are still happening simultaneously.
They are all reactions to the economic endowment that infused the Internet since
1995. They are sufficiently diverse and countervailing to slow down the regulatory
progress in administering the DNS name space to a crawl. But is DNS the only
imaginable way to organize a name space ?

F. The Net is a net of nets

Root zone files are fairly simple kinds of data. It is easy to set up a name system that
is organized in ways different from the organization of the ,legacy root*.”® The
DNS root gains its value through an extreme type of network externality: the name
of a host (PC or network) is contained in the root zone file which is accessible to
almost all other hosts. Universal compatibility is the source of value. If a name is
not ,,visible“ for other hosts connected to a root zone, there is no purpose in register-
ing it. However, the technology of assigning names and numbers is sufficiently
developed to offer services that include the legacy root zone file as well as the root
of a further, extended name space.’'

Offers to expand the name space by registering new TLDs were made shortly
after economic Internet valuation took off in 1996. The requests were taken up by
NSF - not IANA - and, on counsel from DoC and PTO, they were not granted. The
policy of ICANN has not been much different. In 2000, it issued RFC 2826 which
stated that there should be only a single set of rules for the legacy root. The attempt
of new competitors to enter the ongoing standardization process are regularly re-
pelled. Domain names of independent competitors are recognized in some cases, but

29 ,.The ccTLDs represent a hole in the regime, just as NSI did during most of 1999. See M. Mueller,
a.2.0, (Fn 2), S. 225.

30 This is the official name of the DNS root in documents of the Intemet community,

31 The program on which the root zone files are run is called BIND (Berkeley Internet Name Domain)
and dates to the days of the SRI registry in Stanford.

49



Michael Hutter

not in others.’* Rebuffed competitors have organized an Open Root Server Confed-
eration (ORSC), and companies powered by new venture capital try to develop a
market for name spaces. The most successful attempt up to now is New.net which
created 20 new TLDs in 2001 and formed alliances with Internet providers.
New.net’s domains are said to be visible to about 20% of the Internet users in the
US. A coalition of major industry players, however, would ,,possess the economic
and technical clout to establish an alternative DNS if they choose to do s0.“*’

77Table 2: Root server confederations: Source. Mueller 2002:55

The odds, then, of starting a successful alternative to the legacy root are low, but
they are not much lower than those of competing with Microsoft Windows in the
market for computer operating systems: if the technological advance contained in
the alternative technology is sufficiently high (which tends to go along with lowered
cost), then the incumbent natural monopoly can be eroded successfully.

The odds increase if the artificial scarcity of domain names is cultivated. The
following statement could be dubbed ,,Mueller’s Law*:

»When the process of adding new TLDs to the incumbent root is stymied or in
disarray, alternate roots grow. When there appears to be hope that the process will
accept new TLDs, alternate roots wither.***

The incumbent root, furthermore, faces the risk of being attacked with electronic
violence by those who feel excluded from the governance process. On Oct.21, 2002,
a week before the start of the ICANN General Meeting, the root servers were sub-
ject to a denial of service attack which tried to put the servers out of operation
through an overload of requests. Little damage was done. Noone took responsibility
for the attack, but the message seemed clear: it is not too difficult to bring the DNS
to thg brink of break-down, if the rule of the one authority should be too restric-
tive.

32 See M. Mueller, Competing DNS Roots: Creative Destruction or just Plain Destruction, Manuscript
2001, S, 14.

33 See M. Mueller, a.a.0. (Fn 2), S. 54.

34 See M. Mueller, a.a.0. (Fn 32), S. 15.

35 See Icannwatch.org for details. One of the comments put it this way: ,, ... an altemate root fancier
trying to demonstrate why it's not a good idea to put all our eggs into one basket -- or why ICANN
was wrong to rebuff Karl Auerbach's suggestion that it encourage the distribution of a CDROM
DNS in a box" kit that would contains all the pieces that one might need to build emergency DNS
service. The proposed CD would have contained the configuration files for BIND plus zone files for
a root and selected contents of the big TLDs, plus some sort of wildcard for in-addr.arpa.... but it
would have dented ICANN's claim to being uniquely necessary, and besides the idea came from the
wrong source."
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And, finally, there is another, more fundamental reason why we should expect a
future Internet with an entire layer of name spaces on top of the IP addresses:*® the
Net is a net of nets. TCP/IP has prevailed over alternative protocols because it has
its strength in linking networks, without entering into their internal operation. The
self-regulatory process of the Internet community has been based on connectivity
which generates ,,rough consensus* between all stakeholders of a common resource.
In the same way, alternative name spaces can and will be linked. Our browsers will
be able to recognize them. Most probably, there will be one or two major DNS ser-
vices which link 80 % of the hosts, and minor DNS services which offer added
features, yet make their registrants visible to the major name spaces. As such com-
peting services grow, the regulatory tasks of a global assignment authority shrink to
the maintenance of a name space standards protocol. The self-regulating decision-
making processes within the technical Internet community will remain essential for
its innovative potential. But they will move their attention away from the layer of
name spaces, on to more complex semantic issues.

G. Summary

The unusually quick development of rules and regulations surrounding the construc-
tion of ICANN allowed a study of basic principles of institutionalization within a
relatively short stretch of time. To repeat:

) new ideas and new rules of developing them emerge in small, protected
research environments

2) the operational rules complementing new technological capabilities imply
structural asymmetries, like hierarchies. The asymmetries lead to economic
opportunities

3) economic opportunities trigger the social pressure of all interest groups

related to the new resource

4) de-regulation differs from the installation of private regulatory regimes for
new network resources. For privatization to work, a public core of common
standards for the network and for rule-setting in the network is necessary

(5) any further development is subject to an evolutionary process of selection
among alternatives. The nature of the Internet suggests that institutional in-
novations will eliminate the pressure on the existing regulation of a single
name space by adding a new layer of network connections. But it is well

36 IP addresses may be the next constraint reached, causing scarcity reactions. See M. Froomkin, a.a.0.

(FN 4),8.21.
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possible that coalitions of current rights owners are able to prevent such a
step in institutional development.

Further development will also depend on a host of other, simultaneous develop-
ments. This study concentrated on just one the three fundamental features of Internet
development. It also ignored changes in the wider scientific, economic, legal and
political environment: New capabilities of information transfer are invented and
turned into applications at a rapid rate; the industries providing the channels and the
content for the new communication media change their corporate configuration and
their products; the legal, even constitutional conception of information provision is
under discussion;’’ the very notion of territorial political governance is challenged
by a global information medium, leading to sharp interventions in a number of
countries.

All these developments will have an impact on the future institutionalization of
the Internet, just as the new medium of information distribution will impact on the
evolution of the major social subsystems and their organizations.

37 See L. Lessig, The Future of Ideas, New York: Random 2001, and most of the contributions to this
volume,

52



Prof. Dr. Karl-Heinz Ladeur (Hrsg.)

Innovationsoffene
Regulierung des Internet

Neues Recht fiir Kommunikationsnetzwerke

Schriften zur
rechtswissenschaftlichen Innovationsforschung

Herausgeber:

Professor Dr. Wolfgang Hoffmann-Riem
Professor Dr. Karl-Heinz Ladeur
Professor Dr. Hans-Heinrich Trute

Band 7

Nomos Verlagsgesellschaft
Baden-Baden




Gedruckt mit freundlicher Unterstiitzung der
Fritz Thyssen Stiftung filr Wissenschaftsforderung.

Bibliografische Information Der Deutschen Bibliothek

Die Deutsche Bibliothek verzeichnet diese Publikation in
der Deutschen Nationalbibliografie; detaillierte bibliografische
Daten sind im Internet Uiber http://dnb.ddb.de abrufbar.

ISBN 3-8329-0388-7

1. Auflage 2003 K

© Nomos Verlagsgesellschaft, Baden-Baden 2003. Printed in Germany. Alle Rechte,
auch die des Nachdrucks von Ausziigen, der photomechanischen Wiedergabe und der
Ubersetzung, vorbehalten. Gedruckt auf alterungsbestindigem Papier.



Inhaltsverzeichnis

NETZWERKOKONOMIE -
STAATLICHE REGULIERUNG — GLOBALISIERUNG

Hinter dem Netz: Organisationsformen 6konomischer Aktivititen in
Feldern der Content-Produktion 11
Jorg Sydow, Berlin

Der egalitiire Kern des Internet

Eine vernachlissigte Herausforderung fiir Steuerungstheorie und
Steuerungspraxis 25
Christoph Engel, Bonn

Global Regulation of the Internet Domain Name System: Five Les-
sons from the ICANN Case 39
Michael Hutter, Witten/Herdecke

DAS INTERNET ALS HERAUSFORDERUNG FUR THEORIE UND DOGMATIK
DER KOMMUNIKATIONSFREIHEITSRECHTE

Gesetzliche Gewiihrleistung der Freiheit der Kommunikation
im Internet? 53

Wolfgang Hoffiann-Riem, Karlsruhe/Hamburg

Aufmerksambkeit fiir die ,,res publica® im Zeitalter der Vernetzung:

Vom Leitbild der integrativen Gesamtdffentlichkeit zur Koordination
situativer Themenoffentlichkeiten 23
Wolfgang Schulz, Hamburg

»Offenheitspflege* im Internet — eine neue Funktion fiir die objektiv-
rechtliche Dimension der ,,Medienfreiheit* ? 101

Karl-Heinz Ladeur, Hamburg



B

Inhaltsverzeichnis

BEREICHSSPEZIFISCHE FRAGEN
AUS DER SICHT DES OFFENTLICHEN RECHTS

Verwaltungskommunikation im Infernet
Martin Eifert, Hamburg

Das Internet und die Notwendigkeit der Transformation des
Datenschutzes
Thomas Vesting, Frankfurt/Main

Rechtsextremistische und fremdenfeindliche Inhalte im Internet —
Probleme und Lisungsansitze
Bernd Holznagel und Christoph Werthmann, Miinster

BEREICHSSPEZIFISCHE FRAGEN
AUS DER SICHT DES PRIVATRECHTS

Rechtsverbraucherschutz im Internet. Zur Konstitutionalisierung des
Wettbewerbs transnationaler Zivilregimes
Gralf-Peter Calliess, Frankfurt/Main

Herkunftslandprinzip und ,,Race to the bottom*
Gerald Spindler, Géttingen

KOMMUNIKATIONSFREIHEIT IM INTERNET
UND DAS PRIVATRECHT

http://www.CompanyNameSucks.com:

Drittwirkung der Grundrechte gegeniiber ,,Privaten” im autonomen
Recht des Internet?

Gunther Teubner und Vaios Karavas, Frankfurt/Main

_ Die engen Wiinde der Internetwelt — Autonomie und Kontrolle jen-

seits staatlicher Steuerung und gesellschaftlicher Eigenorganisation -
Peer Zumbansen, Frankfurt/Main

Stichwortverzeichnis

131

155

191

205

227

249

273

301



